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SISTEMA — Use of network libraries

About this

SISTEMA allows you to create, import and manage component libraries in SISTEMA format
(see SISTEMA Cookbook 5). The default is local storage on the user's hard drive; the
libraries are opened from there. Starting with SISTEMA version 1.1.3, libraries can also be
imported from one or more database servers via an additional dialogue box. This preserves
the proven local workflow while efficiently supporting collaboration between multiple users
within the company.

These instructions describe the installation and use of this network function and are intended
for:

o Administration: Section 1 (Setting up the Database ) is intended for those responsible for
administration and describes the installation, setup and management of a Firebird
database server as well as the management of the SISTEMA libraries on this server.

o Users: Section 2 (Adding network libraries in SISTEMA) explains how to integrate and use
centrally provided libraries in SISTEMA.

o Everyone: Section 3 (Notes on usage) describes known limitations. It contains tips for
ensuring that several people working on the same SISTEMA library on a server at the
same time can do so with as few conflicts as possible.

The terms “database” and “library” are used synonymously in this manual. In each case, they
refer to a file with the extension "-slb" (e.g. Example.slb).

This cookbook does not apply to libraries in the format of VDMA Specification 66413. This
XML format can only be read by SISTEMA (locally or from network drive) and does not
require a database service.

This cookbook (version 3) applies to SISTEMA version 3.x and higher. Cookbook version 1
applies to SISTEMA 1.x, and cookbook version 2 applies to 2.x.
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1 Setting up the database server

1 Setting up the Database Server

1.1 Overview

Since SISTEMA 3.0, Firebird 5.0 (x86/32-bit), a free database server program, has been
used. The website http://www.firebirdsql.org/ offers a download option and lots of additional
information, such as the Quick Start Guide.

SISTEMA itself uses a built-in "embedded" version of Firebird 5.0, which only allows access
to locally stored databases and libraries.

Starting with SISTEMA version 1.1.3, Firebird’s central server variants "SuperServer" and
"ClassicServer" can also be used. The SuperServer version used in the following installation
examples is recommended.

1.2 What is required?

Download the latest installation kit for the Firebird 5.0 series from their homepage
http://www.firebirdsqgl.org, which can be found in the navigation area under:
"Downloads — Server Packages— Firebird 5.0— Windows: x86".

The file "Firebird-5.0.2.1613-0-windows-x86.exe" is used in the following installation
instructions (as of April 2025).

1.3 What must be taken into account?

o Both the x86 or 32-bit version and the 64-bit version of Firebird can be used.
o Firebird runs on TCP/IP port 3050 by default. Your firewall must not block this port.

o If this port has been changed, the host name must be extended to include the new
port, e.g. Port 2070 -> 192.168.102.220/2070

Servername/Port:Path\Database name

o If you are using multiple Firebird server services on one computer, make sure that they
use different ports.

o You can run Firebird 2.5 (SISTEMA 2.x) and Firebird 5.0 (SISTEMA 3.x) in parallel
on the same server, as long as different ports are configured (e.g. Firebird 2.5 using
a service on port 3051, while Firebird 5.0 continues to use the default port 3050).

1.4 Installation on the server

Administrator rights are required for the installation described in the following, but not for
further administration of the databases.

The procedure:

e Download the setup file ,Firebird-5.0.2.1613-0-windows-x86.exe“ and start it.
e You can choose any destination folder (Figure 1).

e Select “Full installation of Server and development tools® (Figure 2).

e Under ,Select Additional Tasks®, select ,Use the Guardian to control the
server?“ (Figure 3); all other options can stay in their default settings.
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1 Setting up the database server

o Set a password for user "SYSDBA":
Please note that the password "masterkey" may no longer be used in Firebird 5.0 — it is
considered obsolete, insecure and potentially dangerous by the system (see Figure 4).

The password selected for user "SYSDBA" must then also be entered in SISTEMA (see
Figure 5).

o Keep the default settings until the end of the installation and complete the installation.

8 Setup - Firebird 5.0.2.1613 (Win32) - X

Select Destination Location
Where should Firebird be installed? -
Setup will install Firebird into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:\Program Files (x88) \Firebird \Firebird 5 0| Browse...

At least 34,9 MB of free disk space is required.

Figure 1: Setup — Select Destination Location

ﬁ' Setup - Firebird 5.0.2.1613 (Win32) - x
Select Components

WWhich components should be installed? QUS———

Select the components you want to install; dear the components you do not want to install, Click Next when you are
ready to continue.

Fu n of Server and develoy

tools, e

mponents 5,2MEB
eveloper and admin tools components 12,4 ME
Client components 32,0 MB

Current selection requires at least 52,4 MB of disk space,

Figure 2: Setup — Select Components

i

Select Additional Tasks
Which additional tasks should be performed? \y

Select the additional tasks you would like Setup to perform while installing Firebird, then dick Next.

Choose Server Architecture:
() Run Firebird in Classic server mode

(O Run Firebird in SuperClassic server mode

[ tse the Guardian to control the server?
(® Run Firebird in SuperServer mode

Use the Guardian to control the server?
Run Firebird server as:
(O Run as an Application?

@ Run as a Service?
Start Firebird automatically everytime you boot up?

Copy Firebird dient library to <system > directory?

|

Figure 3: Setup — Select Additional Tasks
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1 Setting up the database server

ﬁl Setup - Firebird 5.0.2,1613 (Win32) — x
Create a password for the Database System Administrator -
Or dick through to use the default password of masterkey, w
*=% Note - since Firebird 3 masterkey and masterke are different passwords. ===
5YSDBA Password:
[resesases] |
Retype 5YSDBA Password:
[sessesass |
Figure 4: Setup — Set password for SYSDBA user
bl SISTEMA ety Integr are valua Applica
File Edit View Help
| %8 Options
1 Og,
eneral
> |
= Pr Paths ] Permit Direct Input of MTTFD/DCavg in a subsystem
4 |Context B Use DC intermediate levels for calculation of PFH (more precise)
View [JMTTFD capping for category 4 lower from 2500 to 100 years
2 [ Reload library on selection (library auto-reset)
VOMA Library [JJRating the probability of a hazardous event (risk graph)
18 Copying c resets doci ation and
[J) Share clipboard with other applications
sssssssse Password for access to network libraries (User: SYSDBA)

Figure 5: SISTEMA — Options / Expert settings / SYSDBA password

After installation, you should check the list of services, e.g. via ,services.msc® and check
whether the Firebird service has started correctly (see Figure 6). Alternatively, the status can

also be checked via the command line (CMD) with the command:
,SC query FirebirdServerDefaultInstance (see Figure 7).

5 Dienste
Datei  Aktion Ansicht 7
e |FHEEE HeEl »muw

*.. Dienste (Lokal) . Dienste (Lokal)
Firebird Server - Defaultinstance Mame
G Fax
Den Dienst beenden A

(s} %
Den Dienst neu starten FileSyncHelper

ebird Server - Defaultinstance

Beschreibung: v G FlexNet Licensing Service
Firebird Database Server - -y
0} FlexNet Licensing Service 64

mas Fienbivdenl nen

Firebird Guardian - Defaultinstance

Beschreibung Status
Ermaglicht das Senden...

Helper service for One...

Firebird Server Guardia... Wird ausgefiihrt
Firebird Database Serv...  Wird ausgefuhrt
This service performs li...  Wird ausgefiihrt
This service performs li...  Wird ausgefihrt

Starttyp
Manuell
Manuell...
Automa...
Manuell
Automa...
Automa...

Anmelden als

Metzwerkdienst
Lokales System
Lokales System
Lokales System

Lokales System
Lokales System

\“E;'waitert /( Standard

Figure 6: Firebird Server service — Status of services
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1 Setting up the database server

Bl Eingabeaufforderung — O >

\»sC query FirebirdServerDefaultInstance

SERVICE_MAME: FirebirdServerDefaultInstance
TYPE : W _OWN_PROCESS
STATE 4 RUNNING
(STOPPABLE, MOT_PAUSABLE, IGMNORES_SHUTDOWN)

CHECKPOINT
WAIT_HINT

www.dguv.de/ifa

Figure 7: Firebird Server service — status retrieved via CMD

1.5 Managing databases on the server

Once the server has been set up, the SISTEMA libraries that the server is intended to
provide via the network can be stored on the server PC. The libraries are usually available
for download from the product manufacturers' websites. On the IFA website:

www.dguv.de/ifa, webcode d92599 (German),
, webcode €92603 (English)

you will find hyperlinks to manufacturers that are known to us who offer libraries. After
downloading, save these library files on the server in a suitable directory structure (e.g.
create a separate subdirectory for each manufacturer and then a separate directory for each
output version).

The libraries can be stored in any directory structure, as long as the following requirement is
observed:

The libraries must always be located on the local hard drive of the PC on which the
Firebird server service is running.

To import or edit a library from the server at a later date, the person using SISTEMA requires
the following information:

o Server name (IP address or host name of the database server), please also refer to
section 1.3.

o Database name (local path\file name of the library) or alias name of the database

» Network sharing or access rights to database files themselves are not required, as
access is provided via the Firebird service

In a first step, it would be sufficient to enter this information for a SISTEMA library in the
corresponding dialogue box of the SISTEMA library interface "Add Network Library".

To test the connection setup in case of problems, see section 1.5.1.

For the efficient use of SISTEMA, the following questions arise: How can you find out which
library is stored under which name on which server PC as easily as possible? How can this
information be used in SISTEMA? These questions are addressed in sections 1.5.2 and
1.5.3.
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1 Setting up the database server

1.5.1 Testing the connection to a SISTEMA-network library

To test whether SISTEMA is working correctly with the Firebird server you have set up,
install and start SISTEMA on the server itself.

1. Open the library manager and add your desired library as a local library:

+ Add local Library. . | This will check whether the database / library is valid and can be
used by SISTEMA.

2. Now add this library as a network library: |73 Add Network lerary...|_ In this case,
"localhost" could also be used for the "Server name / IP-address" parameter.

3. If steps 1 and 2 were successful, you can test the connection from a network client. If the
connection cannot be established, it is probably blocked by your firewall configuration
(see section 1.3).

1.5.2 Creating a list of SISTEMA databases

To simplify access to shared SISTEMA databases, you can provide SISTEMA users with one
or more text files containing all known databases in a simple list. The name of this text file
can be chosen freely but should use the file extension ".txt", as this is the default setting in
the SISTEMA dialogue.

From SISTEMA version 2.x onwards, you will find a sample list in the SISTEMA program
directory:

DE: SSM_Netzwerk-Bibliotheken-Liste Beispieldatei.txt,

EN: SSM_Network-Library--List Examplefile.txt.

If these files cannot be found, you can create such a text file yourself as shown in Figure 8.

- . . - [m] X
= SSM_Network-Library-List_Examp| X G

Datei Bearbeiten Ansicht H~ =~ B I & A 2l

#Example of a list of SISTEMA databases, which are located on a (or several) firebird database server(s).

#Hostname (as IP adresse):DBName (as an fully qualified filename of a SISTEMA database)

192.168.1.10:C:\SSM-Databases\ManufacturerXYa-SSM-DB.slb
192.168.1.10:C:\SSM-Databases\ManufacturerXYb-SSM-DB.slb
192.168.1.10:C:\SSM-Databases\ManufacturerXYc-SSM-DB.slb
192.168.1.11:C:\SSM-Databases\ManufacturerXYd-SSM-DB.slb
192.168.1.12:C:\SSM-Databases\ManufacturerXYe-SSM-DB.slb
192.168.1.13:C:\SSM-Databases\ManufacturerXYf-SSM-DB.slb

#Hostname:DBName (DB name as an ALIAS, is cbnfigured in 'Firebird\databases.conf")

# https://firebirdsql.org/file/documentation/html/en/firebirddocs/qsg5/firebird-5-quickstartguide.html
# - Examples of an ALIAS in 'databases|.conf':

# ManufacturerXYa = (C:\SSM-Databases\ManufacturerXYa-SSM-DB.slb

DBServerXYl:ManufacturerXYa
DBServerXY1l:ManufacturerXYb
DBServerXYl:ManufacturerXYc
DBServerXY2:ManufacturerXyd
DBServerXY3:ManufacturerXYe
DBServerXY4:ManufacturerXyf

Figure 8: Firebird — SISTEMA database list

A text line beginning with the hash sign (#) is interpreted as a comment line. All other lines
contain the storage location of a database in the format:
Server name:Path\Name_of the_ database.

Alias names are used as examples in the lower block of this sample file (see section 1.5.3).
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1 Setting up the database server

All SISTEMA users receive a list of available databases with such a file. This list can be
imported via the SISTEMA library interface, eliminating the need for manual entry.

The storage location of this database list is not fixed. The file is usually stored centrally but
can also be distributed by email and stored locally, e.g. after an update with new libraries.

1.5.3 Use of alias names

For server administration, there are two ways to specify the name of a specific database in
the database lists described above:

1) As described, specify the complete path of the database file (from the server's

perspective); it could be, for example:
C:\SISTEMA-Databases\ManufacturerXY\ManufacturerXyY-vl 1.SLB.

If a database file is moved, all users must be informed of the new path. For this reason,
there is an alternative solution.

2) Use of alias names: The server administration assigns an alias (replacement name) to
each database file with a complete path. SISTEMA users access a library via this alias.
The database server resolves the alias to the complete path and makes the library
available. The configuration of these alias assignments is described in the following
section.

Open the file ,databases.conf” on the server PC using a text editor. You will find this

file in your Firebird installation directory:
,C:\Program Files (x86)\Firebird\Firebird 5 0\*

For the example of the database file ,ManufacturerXy-v1l 1.SLB“an alias entry as

shown in in Figure 9 could be used. An alias entry always has the following format:
Aliasname = path\database file name

] databases.conf . ar

Datei Bearbeiten Ansicht

ManufacturerXY-V1_1.SLB = C:\SISTEMA-Databases\ManufacturerXY\ManufacturerXY-V1_1.SLB

Figure 9: Firebird — edit databases.conf and create alias name

Unlike the database list (see section 1.5.2), the file ,databases.conf” must be located in
the installation directory of the Firebird server and remain there.

2 Adding network libraries in SISTEMA

2.1 Overview

Starting with SISTEMA version 1.1.3, network libraries in SISTEMA format are also
supported. The required database parameters (name of the database server and name of
the database) are provided by your database administration, usually as a list in the form of a
text file (see section 1.5).
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2 Adding network libraries to SISTEMA

The following describes the two options for integrating either a single library or a list of
multiple libraries.

Once a library has been added to the SISTEMA library manager, it can be used like any
other library. Please note the additional comments in chapter Fehler! Verweisquelle konnte
nicht gefunden werden..

2.2 Adding network libraries to SISTEMA

In the SISTEMA Library Manager, you will find the "Add Network Library..." button. After
clicking on it, a window opens (Figure 10) in which you can enter the library parameters,
check the status of the library and add it to the list of libraries in SISTEMA.

e ]
File Edit View Help
J Create New Library + Add local Library. 1 Add Network Library. Lock Library. i Library Properties
580 | BL(© EL (@ | ¥ Libraries
X . Status  Database | kg adq SISTEMA Network library X g
A0 |QO | v A | D |k ] SISTEMAdY
| Subsystems % M4  SISTEMA St Network database parameter
Server name / IP-address llocalhost}
Database file name. empty
Identified Database name localhost:empty
Import database parameters (optional)
Please Sel File name of the database list
Sort by:
O by list
O by server name / IP
O by database file name
Selected database entry z
@ Close Name
Location
2 Author
BE-
— Last change
. Library version
PFH [1/h - —_— e
. A Version of Standard
at. ———
SISTEMA version
MTIFD[a] - _—
OCovg %] - nformation
CCF
, Check connection status of the library.
BU - *** unknown *** af
MTTFD [a) - y | — r
DC [%] @ Cancel

Figure 10: SISTEMA Library — Add Network Library

2.2.1 Adding a single library to SISTEMA

In the upper area "Network database parameters", you can enter the connection parameters
for a library in the fields "Server name / IP-address" and "Database file name" (Figure 11).
The required complete database name is generated automatically and displayed in the
"ldentified Database name" field. The "Check connection status of the library..." button can
then be used to determine whether a connection to the desired library has been established
successfully.

Only after the "Identified Database name" has been successfully checked, the button "Add" is
enabled. Clicking this button adds the database to the list of libraries in the SISTEMA Library
Manager.
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2 Adding network libraries to SISTEMA

" Add SISTEMA Network library X |

Network database parameter

Server name / IP-address localhost

Database file name C:\SISTEMA-Databases\ManufacturerXY\ManufacturerXY-V1_1.sll

Identified Database name localhost: C:\SISTEMA-Databases\ManufacturerXY\ManufacturerX'

Import database parameters (optional)
File name of the database list

Sort by:

O by list

O by server name / IP

_) by database file name

Selected database entry:

Name ManufacturerXY-V1_1
Location

| Author EMA

| Last change
Library version
Version of Standard SO 13849-1:2023, ISO 13849-2:2012
SISTEMA version
Information

Check connection status of the library.
o " raady ***

+ Add @ Cancel

Figure 11: Network library - Database parameters

2.2.2 Adding a library from a list of known libraries

You also have the option of entering the connection parameters automatically. To do this,
use the middle section "Import database parameters (optional)", which allows you to import a
list of libraries including their connection parameters (Figure 11).

Your database administration should provide you with the required list in the form of a text
file.

To the right of the "File name of the database list” field, you can select a file using the (]
button. The list of library names is updated automatically.

After importing the file, you can select an entry or library. The database and its connection
parameters are automatically entered in the corresponding fields "Server name / IP-address"
and "Database file name" in the upper dialogue area. The entries in the text file can be
sorted according to three criteria: order in the list, server name / IP address or database file
name.

After selecting a database entry, you must check whether the database is available ("Check
connection status of the library..."). By clicking the "Add" button, the selection is added to the
list of libraries in SISTEMA.

Libraries from a list can only be added individually. If you want to add multiple libraries,
repeat the procedure (select entry, check connection status, add).
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3 Notes on usage

3 Notes on usage

3.1 General information

When you load a SISTEMA library from the server, it is stored in the working memory of your
local PC. If other people are working with this library on the server at the same time and
making changes to it, the current version of SISTEMA does not register this, and you will not
be informed of any changes made by other people.

Changes you make in a library are only saved in the library file when you click the "Apply
changes" button in the SISTEMA library manager.

Another person may have been working on this library at the same time. If you want to call
up the current version of a library from the server, you can reload it by right-clicking and
selecting "Reload from Database" or by pressing "Ctrl+F5" (Figure 12).

Libraries

Status Database Filename
bH [ SISTEMAdefa -1 reate New Library  Strg+Alt+B Pocuments\SISTEMA
] SISTEMA Stai Documents\SISTEMA

+ Add local Library. Strg+B
4 Add Network Library. Alt+B

Lock Library. Strg+P

2 Reload from Database  Strg+F5
Please sele i Library Properties Strg+ | order to load the g

&

Figure 12: Reload library

3.2 Problematic scenarios

Known and potentially problematic scenarios for the server interface of SISTEMA databases
are described in the following sections.

3.2.1 Changing entries
Person A and Person B both load the same SISTEMA library "192.168.1.200:Test-DB".

e B makes changes to this library
e A makes changes in the same subsystem, block or element as B

o B applies their own changes (which are written to the library) and then A applies their own
changes

The latest changes (in this case those made by A) are saved in the library on the server PC,
thereby overwriting the changes previously made by B in parallel. While working in a library,
you do not receive any information about simultaneous changes made by other people. The
last changes saved always overwrite all others.

3.2.2 Deleting entries
Person A and Person B both load the same SISTEMA library "192.168.1.200: Test-DB".

¢ B deletes the element "Switch 1"
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3 Notes on usage

e A makes various changes to the "Switch 1" element
o Both apply their changes (the order does not matter here)

Since B deleted the element, all changes no longer have any effect (even if A saved last).
Deleting an object has a greater impact.

Once a library item has been deleted, no further changes can be saved for this item. The
action will even result in an error (if B deleted first) because A is updating an item in the
library that no longer exists.

Again, A is not informed that B has deleted "Switch 1".

3.3 Collaboration between multiple users

In view of the potential conflicts mentioned above, libraries should be used exclusively in
read-only mode via a network interface. However, the "Read-only" file attribute of the library
files must not be activated, as this would prevent database connections.

SISTEMA therefore offers its own SISTEMA write protection, which can also be used in the
library interface for user-created libraries (action "Lock Library"). Most manufacturer libraries
are also equipped with this write protection.

If changes to the library are nevertheless necessary, internal procedures should ensure that
multiple people do not modify the same library at the same time. Changes can be made by
one person to the locally stored, unprotected library. The modified library can then be
protected by SISTEMA and this protected copy copied to the server.
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